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Abstract. The estimated recurrence rates of the most extreme space weather events, like the Carrington event of 1859, warrant
investigations of their potential impact on modern satellite-based infrastructure. Our study is based on Extreme Value Theory
(EVT) and radial diffusion to estimate worst-case particle fluxes and fluences of relativistic radiation belt (RB) electrons and
solar energetic particles (SEPs) for a Carrington-level geomagnetic storm. We use Geant4 to assess the Total Ionizing Dose
(TID), Single Event Upset (SEU) rates, and solar cell degradation as a result of such conditions. We find that the electron
and proton fluxes exceed the fluxes experienced by the Van Allen probes during nominal conditions by more than an order of
magnitude, leading up to 10 krad of TID behind 3 mm of aluminium equivalent shielding. This is equivalent to ten years of
nominal operation on geosynchronous orbit and exceeds a century of nominal exposure on the orbit of the International Space
Station. Our results show that the expected SEU rates in radiation-hardened satellite electronics would remain below one SEU
per MByte per day, equivalent to the nominal rate received in the Van Allen belts. Satellites on lower orbits would experience
an increase in SEU rates by up to four orders of magnitude compared to nominal conditions. For satellites using non-radiation
hardened, off-the-shelf electronics, this would mean potentially disruptive SEU rates. We estimate up to 3 % reduction in solar
cell power output assuming typical cover glass thicknesses, potentially shortening operational lifetimes or requiring mission
adjustments. In conclusion, conservatively designed satellites using adequate shielding and radiation-hardened components
would likely survive the outlined scenario, experiencing only accelerated ageing during the event. Satellites lacking adequate
shielding or radiation-hardening would be disproportionately affected, emphasizing the importance of incorporating radiation

resilience into future satellite designs and mission planning.

1 Introduction

The Carrington event of 1859 was the most extreme directly observed space weather event of modern times (Townsend et al.,
2003; Rodger et al., 2008). It became famous due to its exceptional auroral displays, visible even in the Caribbean (Hayakawa
et al., 2019), and disruption of telegraph lines on the ground (Boteler, 2006). No comparable superstorms have occurred

during the satellite era, while the annual recurrence rate has been estimated to be 0.7 % (Chapman et al., 2020), translating to
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roughly once per 143 years. As society increasingly relies on satellites and space-based services (Olla, 2009), a repeat event of
comparable scale would be far more disruptive than in 1859. Odenwald et al. (2006) estimated that an extreme once-in-100-year
space weather event could lead to the loss of 9 % of the then-operating satellite fleet. Given our growing orbital infrastructure
and the recurrence rate of the most extreme superstorms, it is critical to understand the potential satellite impact of extreme
solar and geomagnetic phenomena.

Space weather is a general term for the "conditions on the Sun and in the solar wind, magnetosphere, ionosphere and ther-
mosphere that can influence the performance and reliability of space-borne and ground-based technological systems" (Doherty
et al., 2004). Space weather is driven by both solar eruptions (Schwenn et al., 2005) and the dynamics of the Earth’s magne-
tosphere, especially its radiation belts (RBs), which are torus-shaped regions with magnetically trapped high-energy particles
(Koskinen and Kilpua, 2022). Observations with NASA’s Van Allen Probes (Reeves et al., 2011; Horne et al., 2005) show that
the radiation belts are highly dynamic, with various competing particle transport, acceleration, and loss mechanisms that are
due to kinetic-scale fluctuations violating the first adiabatic invariant and large-scale fluctuations violating the second and third
adiabatic invariants (see, e.g2., Osmane et al. (2023) and references therein).

Space weather impacts on space-based infrastructure include temporary or permanent failure of satellites (Valtonen, 2005).
The main impact on satellite technology in Earth’s radiation environment is due to: 1) relativistic RB electrons accelerated
by magnetospheric processes (Friedel et al., 2002), and 2) solar energetic protons (SEPs) accelerated by solar and solar wind
drivers (Vainio et al., 2009). The relativistic RB electron population is maintained for long durations, posing a long-term threat
to satellites (Glauert et al., 2018). SEP fluxes on satellite orbits are short-lived compared to the relativistic trapped electrons
and their effects predominantly last for the duration of the SEP event (Spjeldvik, 2000). SEPs are mostly protons, some of
which have such high energy that they can penetrate satellite shielding or even entire satellites (Malandraki and Crosby, 2018).

Hands et al. (2018) used modelling and statistical investigations to determine that the main effects on satellites by trapped
RB electrons are the cumulative total ionising dose (TID) and displacement damage (DD). The primary impact of SEP events,
as presented by Jiggens et al. (2019), are single event upsets (SEUs) and single event latch-ups (SELs) which disrupt satellite
control and data handling systems. Another problem is the ageing of solar panels. Hands et al. (2018) estimated an approx-
imately 7.6 % drop in solar cell power output on geostationary orbit after a once in 150-year solar storm caused mainly by
trapped RB electrons. Horne et al. (2018) carried out an extrapolation to a realistic worst-case once in 150-year fast solar wind
scenario and found that 2.5 mm of aluminium are required to protect satellites against internal charging due to relativistic RB
electrons.

Modern satellite hardware relies on semiconductor devices for all mission-critical functions. A change of properties due to
microscopic influence caused by charged particles may lead to malfunction, which can be intermittent or permanent (Rathod
et al., 2011; Hughes and Benedetto, 2003). Permanent changes are caused by absorbed energy, or radiation dose, which grad-
ually ages the semiconductor devices and changes their electrical properties. A Carrington-like storm can introduce rapid and
irreversible ageing, leading to loss of mission or reduced mission lifetime after the storm. SEL may be fatal for a microchip
as it opens a low-ohmic channel between the supply voltage and the supply return, which destroys semiconductor devices by

overheating. SEU may corrupt memory contents (Bagatin et al., 2017), such as operating software or decision-critical data,
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leading to loss of control or communication with the spacecraft (Binder et al., 1975; Brautigam, 2002). However, with proper
design efforts, both SEL and SEU can often be mitigated (Normand, 1996; Chatzikyriakou et al., 2018). The first step towards
mitigation is to estimate the rate of these errors, which could far exceed conventional design limits in a Carrington-like storm
yet to be seen in the space era.

This paper presents part of the Research Council of Finland Carrington project results, which assessed the impact of a
once-in-100-year space weather event on Finland’s critical infrastructure. Here, we focus on satellite-based infrastructure,
examining how both relativistic radiation belt (RB) electrons and solar energetic protons (SEPs) affect satellites ranging from
those following ESA/NASA standards to more recent “new-space” platforms using off-the-shelf components and minimal
requirements. We extrapolate worst-case fluxes of relativistic RB electrons in low-Earth orbit (LEO) by combining Extreme
Value Theory (EVT) and a radial diffusion model Brautigam and Albert (2000), whereas we only use EVT to obtain extreme
solar proton spectra. We then perform GEANT-4 simulations (Agostinelli et al., 2003; Allison et al., 2006, 2016) to estimate
the resulting total ionizing dose, single-event effects, and potential solar cell degradation. In addition, we assess how these
impacts scale with shielding and design choices across the currently operational satellite fleet. Finally, we discuss the broader
implications for satellite mission lifetimes and reliability under Carrington-scale conditions. The paper is organised as follows:
The EVT analysis to obtain the flux estimates is described in Sect. 2 of this paper. Sect. 3 details the GEANT-4 simulations used
to estimate total ionizing dose, single-event effects, and solar cell degradation. Sect. 4 discusses the results and concludes with
an overview of the potential consequences for Finland’s access to space-based services in case of a repeat of the Carrington

event.

2 Assessing fluxes
2.1 Extreme value theory (EVT)

In this report, we estimate the magnitude of electron fluxes using the purely statistical approach offered by EVT. EVT is a
branch of statistics for estimating the tail distribution of observationally measured quantities that are rare or difficult to obtain
otherwise. EVT has been successfully used to estimate the occurrence rate of rare events in a wide range of disciplines, e.g. in
finance to quantify crashes (Embrechts et al., 1997), in space physics to estimate extreme solar flares (Elvidge and Angling,
2017) and in epidemiology and social sciences to estimate the potential impact of pandemics or wars on the global population
(Cirillo and Taleb, 2020) and (Cirillo and Taleb, 2016). In the present case, we are interested in the maximum electron fluxes
that can arise under strong geomagnetic driving conditions. For this purpose, EVT provides a rigorous statistical approach to a
multiscale physics problem that is highly complex from both a computational and physics perspective (Osmane et al., 2023).
Let X1,..., Xy be ii.d. random variables with a common Cumulative Distribution Function (CDF) F(X) that belongs
to the Maximum Domain of Attraction (MDA) of the General Extreme Value (GEV) distribution. The GEV distribution is
a family of continuous probability distributions used to model the largest (or smallest) values in a dataset. It combines three
types of extreme value distributions (Gumbel, Fréchet, and Weibull) into a single framework, making it highly versatile for

applications in many quantitative fields (Embrechts et al., 1997).
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The required assumptions for EVT are: 1) i.i.d. samples coming from a common continuous distribution and 2) stationarity
of the process (Pickands, 1975). If the assumptions are satisfied, the Pickands—Balkema—de Haan theorem (PBdH) of EVT
states that for a random variable X, the asymptotic tail distribution above a threshold u, thatis, P(Y = X —u|X > u), is equal

to the generalised Pareto distribution:
GPDg,U(y) == (1)

1—(1+&)"c  ¢+40
H(y) = Arays & 2)

l—e = ,E=0
where ¢ is the shape parameter and o > 0 is the scale parameter. In Equation 1, y > 0 when ¢ > 0and 0 <y < _TU when £ <0
(Embrechts et al., 1997) (Coles, 2001). The idea is to fit a GPD to the data to obtain estimates f and & and then use those
values to determine the recurrence level, which represents the expected magnitude of the flux for an event occurring once every
arbitrary number of years.

An initial estimate for £ can be obtained using Hill’s and Pickand’s estimators

k
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respectively, where X}, ,, is the upper kth upper order statistic from a sample size of n. Plotting both estimators as functions of
k, often reveals a section at the beginning of the graph where the estimator is relatively constant. The value of this plateau can
then be used as a rough estimate for £. If £ > —0.5, a maximum likelihood estimate (MLE) provides a more accurate value.
Note that the Hill estimator is only valid for £ > 0, whereas the Pickands estimator introduces a trade-off between bias and

variance. For small k, the variance is larger, while for large k, the estimator’s bias increases.
2.1.1 Peaks-over-threshold (POT)

When studying small datasets of rare events, discarding too many data points can compromise the effectiveness of the EVT
analysis. One approach for small datasets is the peaks-over-threshold (POT) method, which models exceedances above a thresh-
old u by retaining all data points above u (Coles, 2001). As stated before, the assumption about i.i.d. random variables must
hold, which requires declustering the data. When modelling, for example, geomagnetic activity with statistically dependent
storms, only a single data point over several days can be used to ensure independence. The declustering is done by identi-
fying local maxima > w and then calculating the autocorrelation of the obtained sample with a time lag of one step. If the
autocorrelation is small, the data points are assumed to be approximately independent (Coles, 2001).

We use a declustering parameter 7 to enforce independence in our flux data, requiring that each local maximum be separated

by at least 7 time steps. We also set a threshold value u = ug for POT and try different values of uy and 7 to see when the
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parameter estimates become stable within calculated confidence intervals of one standard deviation. Above some u = ug, the

shape parameter should be constant while the scale parameter is a function of w.
2.1.2 Threshold selection

Applying EVT requires first identifying a reasonable threshold value w. Four different tools can be used for this purpose: the
quantile-quantile plot (QQ), mean-excess plots, maximum-to-sum plots and Zipf plots (Embrechts et al., 1997). The main goal
of using these is to see whether the data comes from a fat-tailed distribution and from which point on the Paretian behaviour

kicks in since that point is a reasonable first guess for ug.
2.1.3 Model validation

The values of é and & can be validated using QQ plots and probability plots. In a probability plot, the pairs are plotted as
(Coles, 2001)

i -

where H is the GPD evaluated using the estimates «f and ¢ and y; <ys <...<y,, are the excesses above u. The pairs
constitute the empirical probabilities and the probabilities from the GPD using the estimated parameter values. In a QQ plot,
the sample quantiles are plotted against the corresponding model quantiles by inverting H which involves plotting the following

pairs (Coles, 2001)

{(ﬁl <nul+1) y)> ; zlnu} (©6)

where H~! (y)=u+ UTH (y*é - 1). In Equation 5, the denominator n,, + 1 in the empirical distribution is used to avoid the

empirical distribution becoming 1 for any :. If the probability and QQ plots are straight lines with slopes close to or equal to 1
and a high R? value, that indicates high model validity for the used data. This is a minimal requirement for using the model to

extrapolate further into the tail.
2.1.4 Recurrence levels

Once the parameters é and ¢ are quantified, the estimate Z,, for the m-year recurrence values can be computed, i.e. how large
an event can be expected to take place once during a period of m years (Coles, 2001).

B = Ut Z (nam )¢ 1] Q)

where n;, is the number of hours in a year (Since our sample resolution is one hour; for daily measurements, ny, is equal to
the number of days in a year) and ‘g is the observed probability of an event to be larger than u. We calculate the error of the

recurrence levels using the delta method from Coles (2001).
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2.2 Relativistic radiation belt electrons

The electron data consists of differential electron fluxes for 130 keV, hereafter referred to as Feyg. It was calculated by
Borowsky and Yakymenko (2017), based on data from the SOPA instrument (Cayton and Belian, 2007) that consisted of
instruments on multiple space crafts on geosynchronous orbit. The electron fluxes have been derived as follows. Each satellite
measures the electron flux at 10 s intervals. From these values, 6-minute median values are calculated for each satellite, and
from these median values within one hour, an hourly maximum from all the satellites is picked as the measurement value for
the given hour.

The fluxes of geomagnetic storms, contained in F'e13g, were identified using the same identification criteria as in Simms
et al. (2014). In the current analysis, we used values k£ = 19 and n = 40 to specify the length of the subsample within which
a Dst minimum was searched for. Dst,,set = —300T, Dst,ec = —30nT and T' = 10 were used to delimit a storm tempo-
rally. In total 316 storms were identified. Of these, we chose for further analysis only those that consisted of uninterrupted
measurements, i.e. those without missing or corrupted values.

The focus on enhanced magnetospheric energetic electrons, rather than magnetospheric energetic protons, is not fortuitous.
The most energetic electrons are accelerated locally within the radiation belts. Since the radiation belts confine particles, the
magnetically trapped energetic electrons have a higher density than those arriving from outside the magnetosphere. Trapped
protons are not energized locally as efficiently as the trapped electrons. One finds trapped protons in the inner belts but they are
understood to have less variability (and thus less dependence) on a Carrington-style event. For these reasons, we focus only on

relativistic RB electrons and SEPs, neglecting solar electrons or RB protons.
2.2.1 Electron peak flux spectrum estimate

Using EVT, we compute the maximum electron fluxes for a one in a hundred years event. The details of the EVT analysis to
extract the fluxes of 130 keV and 1.2 MeV electrons at geosynchronous orbit can be found in (Savola, M. et al., 2025). Once
we obtain the maximum fluxes, we assume an energy power-law for the fluxes. The result is the following particle distribution

function:

E\

with the parameters

fo=100cm2s tsr 1,
FEy=0.13MeV, and
a=3.7.

The spectrum is assumed to be omnidirectional isotropic for estimating the satellite impact. The assumption of isotropic

particle fluxes is justified as local anisotropies in particle flux average out across the wide range of considered orbits and
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spacecraft attitude modes. Given the limited data on flux anisotropies during extreme events, this approach simplifies modelling
and is practical. Integrating the isotropic spectrum over the full solid angle produces a factor of 47 and removes the unit sr .

Therefore,

fo=4m-10"cm 2571, 9)

1012 Integral Electron Flux Comparison

=== Carrington Peak Electron Flux
10" 4 AE9 LEO Electron Flux
1010 4 —e - AE9 GEO Electron Flux

--e- AE9 Van-Allen-Belt Electron Flux
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Figure 1. Comparison of the estimated peak integral Carrington electron flux with flux spectra predicted by the AE9 model for three different
orbits and nominal conditions. The models and parameters used to obtain the reference spectra are shown in Tables 1 and 2. The Carrington
peak electron flux is at least one order of magnitude higher than the average electron flux predicted by AP9 for the orbit of the Van Allen

Belt probes and geostationary orbit and exceeds the expected electron flux on the LEO of the ISS by more than four orders of magnitude.

Figure 1 compares the peak electron flux presented in Equations 8 with mission average electron fluxes predicted by the
AE9 model for nominal conditions of three different orbits. To generate these reference spectra, ESA’s SPace ENVironment
Information System (SPENVIS) was used Donder et al. (2018); Heynderickx et al. (2000, 2004, 2005); Kruglanski et al. (2009).
It allows the user to retrieve particle spectra along spacecraft trajectories specified through a convenient web-user interface.
The orbit parameters used to generate the reference spectra are presented in Table 1, while the model parameters are shown in
Table 2.
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Table 1. Parameters used to generate the trajectories in SPENVIS along which the particle fluxes for nominal conditions were calculated that
were used as references throughout this publication. The generated trajectories do not account for solar radiation pressure or atmospheric
drag. The Low Earth Orbit (LEO) corresponds to the altitude and inclination of the ISS. Similarly, the perigee, apogee and inclination of the

Van-Allen Belt probes were used to construct a realistic worst-case reference for nominal conditions in Earth orbit.

Parameter LEO GEO Van-Allen Belt Probes
Orbit type general geostationary general
Orbit start | 01. Jan. 2025 00:00:00 | 01. Jan. 2025 00:00:00 | 01. Jan. 2025 00:00:00
Trajectory duration 30 days 30 days 30 days
Longitude - 0° -
Perigee altitude 400 km - 618 km
Apogee altitude 400 km - 30414 km
Inclination 51.6° - 10.2°
Right Ascension of Ascending Node 0° - 0°
Argument of perigee 0° - 0°
True anomaly 0° - 0°
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Table 2. Particle model parameters used in SPENVIS to estimate the particle fluxes for nominal conditions used as reference throughout
this publication. The AE9/AP9 models Ginet et al. (2013) estimate trapped electron and proton fluxes in the radiation belts. The SAPPHIRE
model Jiggens et al. (2018) estimates long-term average solar proton and heavy ion fluxes. The ISO-15390 model International Organization
for Standardization (2018) provides cosmic ray proton and heavy ion fluxes, while the CREME-96 model Tylka et al. (1997) provides the
worst 5-minute flux observed in October 1989 by the GOES satellite.

Parameter | Value
Model | AE9/AP9
Model version | 1.5
Model run mode | mean

Model

Prediction Period
Offset in solar cycle
Confidence level

Magnetic shielding

Model
Solar activity data

Magnetic shielding

Model
Mode
Magnetic shielding

SAPPHIRE (total fluence)
automatic

automatic

50 %

default

ISO-15390 standard model
mission epoch

default

CREME-96
Peak 5-minute-averaged fluxes

default

2.2.2 Electron flux time dependence and event fluence

To estimate the lifetime of fluxes, we use the empirically dependent radial diffusion model of Brautigam and Albert (2000) for
a geomagnetic Kp index equal to 8, and with the parameters estimated by Sarma et al. (2020). The time-dependent particle flux

f(t) during a Kp=8 event would follow an exponential decay, as in

0 =fo-exp{;f}

with the flux amplitude f; as in equation 9, the time ¢ and the decay constant 7, = 1.23d Sarma et al. (2020).

(10)

The fluence F' is the time integral of the flux.
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T
F:/fo-exp{;t}dt (11)
0 C

=T
= fo (Tc—Tcexp{ T }) (12)
For limp_, 4 » the exponential term approaches zero, from which follows
Tlirf F(T)=fo-T.= fo-1.23d = f5-29.52h = 1.335 x 10'6cm 2 (13)

1011 Time dependent electron flux and event fluence

1.2 —— Electron Flux

=
o

o
©

o
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o
o
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00 L T T T T T
0 1 2 3 4
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Figure 2. Time-dependent relativistic RB electron flux and accumulated event fluence for a Kp=8 event according to Equation 10. Approxi-

mately half of the event fluence is received in the first 24 hours.

2.3 Solar energetic protons
2.3.1 Solar proton flux spectrum estimate

For solar energetic protons, we use the annual integral solar proton fluences for 1984-2019 (Raukunen, O. et al., 2022) and
apply once more an EVT analysis with maximum fluxes over 150 years estimated separately for 10 MeV, 30 MeV, 60 MeV,
100 MeV and 200 MeV. The results are shown in Table 3.

10
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Table 3. Solar proton fluxes estimated from the extreme value analysis methodology described in Sect. 2.1 and with the data of Raukunen,

O. et al. (2022).

‘ Solar proton flux [cm ™
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The Carrington solar proton spectra are assumed to be omnidirectional. The omnidirectional integral fluxes in cm™

used in the following.
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Figure 3. Comparison of the integral Carrington solar proton flux estimates with trapped proton spectra predicted by the AP9 model for the

LEO of the ISS and the orbit of the Van Allen probes under nominal conditions as well as the solar proton flux predicted by the SAPPHIRE

model for GEO. The models and parameters used to obtain the reference spectra are shown in Tables 1 and 2. The CREME96 peak flux

averaged over 5 min observed by the GOES satellite during the October 1989 geomagnetic storm is also included (Tylka et al., 1997).

11
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Figure 3 shows the estimated omnidirectional integral Carrington solar proton spectrum with +2 sigma uncertainty bands
compared to particle spectra for normal conditions in near-Earth space. The Carrington solar proton fluxes are at least one
order of magnitude higher than the mission average trapped proton spectra experienced by the Van Allen probes on their orbit
through the proton belts. Compared to the average trapped proton fluxes expected on the orbit of the ISS, the Carrington solar
proton spectrum would correspond to an increase by four orders of magnitude. The long-term average solar proton flux on
geostationary orbit is also several orders of magnitude lower. The "worst 5-minute" fluxes provided by CREME96 closely
resemble the estimated Carrington event fluxes. In the Carrington case, these fluxes are expected to be sustained on the order

of a couple to a few days before wave-particle interactions lead to irreversible losses Horne et al. (2005).
2.3.2 Solar proton flux time dependence and event fluence

Without a magnetospheric model that can account for magnetically trapped protons on timescales of days, the time dependence
of the proton fluxes in Earth orbit during a Carrington-level space weather event remains an open question. For simplicity and
as a reasonable worst-case scenario, we assume that the Carrington solar proton flux follows the same time dependence as the
electron flux introduced in the previous section. This means a total event fluence equivalent to 1.23 days of sustained peak flux
is assumed. For further insights into the time dependence of extreme solar proton events, we refer to the solar proton events of
1987 or 1988 and the example events provided by the NASA OLTARIS tool (Singleterry et al., 2011).

3 Satellite impact

The following estimates of the satellite impact of the extreme electron and proton fluxes are presented in Sect. 2. As introduced
in Sect. 1 the three main effects on satellites during such a space weather event are component degradation due to accumulating
TID, single event effects (SEE) in the satellite electronics due to particles with high linear energy transfer (LET), and degrada-
tion of satellite solar cells due to displacement dose (DD). Surface or internal charging, as well as other radiation effects, are
not considered here.

Despite the large uncertainties in the flux and fluence estimates presented in the previous section, the spectra were used as if
they were precise inputs for the following particle transport simulations. The presented error bars and uncertainties only account
for the statistical uncertainty of the Monte-Carlo-based simulations and do not include uncertainties from the particle spectra
or any other sources of uncertainty. The £2 sigma uncertainty levels of the Carrington solar particle fluxes were simulated as
separate spectra. The "+2 sigma" results shown in the following were obtained by treating the +2 sigma upper limit flux data

points as a standalone particle spectrum, while the same was done for the "-2 sigma" results.
3.1 Total ionising dose

To estimate the TID received by the electronics inside satellites during a Carrington scale event, the particle fluxes of Sect. 2
were simulated against varying thicknesses of aluminium shielding. The simulation was performed with the software "Geant4

Radiation Analysis for Space" (GRAS) (Santin et al., 2005). It is based on the Geant4 Monte Carlo particle transport toolkit

12
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(Allison et al., 2016, 2006; Agostinelli et al., 2003). Following the recommendation of the SPENVIS help files (ESA, 2022a),
the em_standard_opt3 and QBBC physics lists were used.

A planar shielding geometry consisting of square aluminium plates on top of 0.5 mm thick silicon plates was used to
represent the outer shielding panels of a satellite protecting the sensitive integrated semiconductor circuits inside the satellite.
The particles are attenuated in the aluminium layer and deposit ionising dose in the silicon layer. This deposited dose is used to
estimate the ionising dose satellite electronics would receive in such an environment. Geometry Definition Markup Language
(GDML) (CERN, 2020; Chytracek et al., 2006) code was used to place 101 shielding and detector tiles next to each other such
that the aluminium plates facing the particle beam form a continuous surface as shown in Figure 4. The particles are placed at
random locations on the surface and enter the shielding and detector stacks with an inwards pointing cosine angular distribution
representing one hemisphere of an isotropic radiation environment. The energy of the particles is sampled from the particle
spectra presented in Sect. 2. The edge length of the square tiles was set to 10 m, while the thickness of the aluminium shields

is up to 10 mm. This high width-to-depth ratio was chosen to minimise the influence of edge effects.

Aluminium
Shield
Particles |
Silicon
Detector

Figure 4. Sketch of a single shielding and detector tile (left) and render of the planar shielding and detector geometry (right) implemented

with GDML in GRAS to determine the TID in silicon behind varying thicknesses of aluminium shielding. Each tile consists of an aluminium
shield (transparent grey) and a silicon detector plate (solid grey). This visualisation only shows eleven tiles, while the simulations were
performed with 101 tiles. The thickness of the plates is exaggerated to show the increase in shielding thickness between the tiles. The sketch

includes the particles generated with cosine angular distribution on the surface of the aluminium shielding plate.
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(a) TID due to Carrington relativistic RB electron event fluence. (b) TID due to Carrington solar proton event fluence.

Figure 5. TID received in 0.5 mm silicon plates behind planar shielding of varying aluminium thickness due to the estimated Carrington RB
electron event fluence (a) and solar proton event fluence (b). The dose received in 100 nominal years on the LEO of the ISS and the 10-year
dose on GEO from all particle types are included for comparison. The plot on the left also includes the 1-year dose on the orbit of the Van
Allen probes, which was calculated both with GRAS and SHIELDOSE-2Q to validate the simulation setup. The TID due to RB electron

fluence exceeds the TID due to solar protons for all shielding thicknesses up to 1 cm of aluminium.

Figure 5 shows the resulting TID shielding curves for the Carrington solar proton event fluences, relativistic RB electron
event fluence as well as total dose curves for nominal conditions on the LEO of the ISS, a GEO and the GTO orbit of the
Van Allen probes. The orbit and model parameters used to estimate the nominal condition dose rates are shown in Tables 1
and 2. To validate the GRAS simulation setup, a dose curve for a geostationary transfer orbit (GTO) similar to that of the Van
Allen probes was also calculated using the SHIELDOSE-2Q ionising dose for simple geometries tool on SPENVIS (Seltzer,
1980, 1994; ESA, 2018). For practical reasons, annealing and enhanced low dose rate sensitivity (ELDRS) were not considered

here despite comparing dose rates that differ by orders of magnitude.
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The main result of this comparison is that the TID received by satellites during a Carrington event is comparable to the dose
satellites receive in ten nominal years on GEO and is higher than the dose received in an entire century of nominal conditions
on the LEO of the ISS. If the proton and electron fluxes have the same time dependence, the dose resulting from solar protons
would be lower than the dose due to trapped electrons. Even a full cm of aluminium shielding would result in more than 1 krad
of TID due to electrons, but to exceed 10 krad, the shielding would have to be less than 3 mm of aluminium equivalent.

Radiation-hard electronics can be designed to survive more than 100 krad (Hands et al., 2018). Only components shielded
by less than 1 mm of aluminium would exceed this level. This suggests that satellites designed with radiation considerations
in mind, such as the GPS and Galileo satellites or large geostationary communications and weather satellites, would likely
survive the TID received during a Carrington event. These satellites have enough shielding to attenuate the electron flux below
levels for which their radiation-hard electronics are designed. Although these satellites are expected to survive the event, their
remaining operational lifespan could be reduced by several years due to premature failure caused by accumulated TID.

As mentioned in Sect. 8, applying EVT to geostationary fluxes only provides values at geostationary orbits. For the sake
of simplicity, the spatial distribution of the fluxes is extrapolated using a radial diffusion model, as described in Sect. 2.1.
Depending on how deep the relativistic electrons penetrate the inner magnetosphere during the event, LEO satellites could also
be subjected to high fluxes of relativistic electrons. Many small satellites on LEO are not equipped with sufficient shielding
or radiation-hard electronics to survive the predicted event TID due to the benign radiation environment for which they are
designed. In case the predicted fluxes reach deep into the inner magnetosphere, a significant fraction of satellites could be
expected to fail during the event. The satellites surviving the event would experience performance degradation due to the
characteristic parameters of their semiconductor components drifting out of their designed operating range. For the satellite
operators, this would appear as if the surviving satellites aged several years in only a few days. Due to this ageing, even some

of the surviving satellites would have to be replaced before the end of their nominal mission duration.
3.2 Single event effects

To compare the rate of SEEs to be expected during a Carrington-level space weather event with SEE rates during nominal
conditions, the spectra shown in Figure 3 were used to generate Linear Energy Transfer (LET) histograms in silicon behind
different thicknesses of aluminium shielding. The LET histograms then have to be combined with the measured Single Event
Upset (SEU) cross-section curve of an integrated semiconductor device representative of modern space electronics.

As in Sect. 3.1 the geometry for the particle transport simulations was defined in GDML. Due to the high computational
requirements for producing the LET histograms, the different shielding thicknesses were simulated in separate runs. The
geometry for each run, therefore, consisted only of one planar aluminium shielding plate on top of one silicon plate, as shown
on the left side of Figure 4.

As for the TID simulations, the software GRAS was used to sample particles from the input spectra. The particles were
placed on the surface of the aluminium shielding with an inward-facing cosine angular distribution to represent a hemisphere
of an omnidirectional particle environment. The particles are then tracked through the shield and reach the boundary between

the aluminium and silicon layers. GRAS computes the LET in silicon for each particle arriving at the boundary and tallies them
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in LET histograms. This assumes that the sensitive transistors are at the surface of the silicon facing into the direction of the
beam. The "em_standard_opt3" and QBBC physics lists were used as recommended in the SPENVIS help files (ESA, 2022a).
SEU cross-section curves and the upset rates resulting from them are strongly device-specific. This means that the upset rates
estimated in this analysis are only examples that allow for relative comparison between the extreme and nominal conditions
and are not meant to provide absolute estimates.
The configuration memory of the NG-MEDIUM FPGA by NanoXplore was chosen as the representative device because it
is the first European-made FPGA to be awarded ESCC QPL certification (NanoXplore, 2022).

Carrington EVT SEP LET Histogram behind 2mm Al
Total LET = 1033.0+/-0.4 MeV cm2 mg-1
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(a) LET rate histogram. (b) SEU rate histogram.

Figure 6. Histograms of the LET rate and SEU rates due to the expected Carrington solar proton EVT spectrum in silicon behind 2 mm of
planar aluminium shielding. The LET rate histogram (a) shows contributions from slowed-down protons and secondary particles, including
knocked-out aluminium nuclei. The SEU rate histogram (b) was obtained by scaling the LET bins using the SEU cross-section function of
the NanoXplore NG-Medium FPGA shown in Equation 14, which is also included in both of the figures. The cross-section curve parameters

are shown in Table 4 and were provided by NanoXplore (2020).

An example of such a LET histogram is shown in Figure 6a. The Weibull function f(LET) shown in Equation 14 is also

1

included in the figure. It returns the SEU cross-section in cm? bit ~! based on LET values in MeV cm?mg~" when using the

parameters shown in Table 4 provided by NanoXplore (2020).

0 if LET < Lo

f(LET) = " (1_exp (_ (%)S)) if LET > L

(14)
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Ly W S Ao
MeV cm?mg~* MeV~lem 2mg - cm?bit ™!
0.11 36 4.4 5.2 x 1077

Table 4. Weibull fit parameters of the NanoXplore NG-Medium SEU cross section as provided by NanoXplore (2020). Ly is the threshold

LET value, Ao the amplitude coefficient , W the width parameter and S the shape parameter.

To obtain an SEU rate histogram as shown in Figure 6b, each of the LET bins is multiplied with the cross-section function
f(LET) shown in Equation 14 evaluated at the mean LET of each of the LET bins. The resulting values then show the SEU
rate caused by particles in the corresponding LET range. The SEU rate histogram bins are then summed to obtain the total SEU
rate. This was performed for all the spectra shown in Figure 3 as well as the Carrington relativistic RB electron spectrum shown
in Figure 1. Electrons can cause SEEs (Tali et al., 2019), but even the Carrington electron spectrum only resulted in negligible
SEU rates, which is why electron spectra are not included in the following results. NanoXplore (2020) predict a Soft Error
Rate (SER) rate of 2.05 x 10719 bit "' d~! on geostationary orbit. In other units, this is equal to 2.37 x 10715 bit"*s~. The
value obtained with the method outlined above is between 10~ 6 bit~*s~! and 10~ bit ' s~ depending on the shielding

thickness. We consider this agreement to be sufficient to validate our method and simulation setup.
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NanoXplore NG-Medium SEU Rate Estimates
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Figure 7. SEU rate estimates based on LET spectra in silicon behind planar aluminium shielding computed with GRAS combined with the
SEU cross section curve in Equation 14 based on the parameters shown in Table 4 provided by NanoXplore (2020). The SEU rate due to the
Carrington solar proton flux estimate depends on the shielding thickness. For the considered shielding thicknesses, the expected Carrington
SEU rate is approximately the same as the SEU rate in the Van Allen belts but several orders of magnitude higher than the rates expected for

nominal conditions on GEO and LEO.

Figure 7 shows the resulting SEU rates behind different thicknesses of aluminium shielding for the Carrington solar proton
fluxes and nominal conditions. Increasing shielding from 2 mm to 16 mm reduces the SEU rate by an order of magnitude. The
SEU rates shown for LEO, GEO and the Van Allen probe orbits (see Table 1) are the total SEU rates obtained by summing up
the SEU rates due to trapped protons, solar protons, cosmic protons and cosmic iron ions based on the spectra provided by the
models shown in Table 2. The nominal SEU rate on the orbit of the Van Allen probes is similar to the predicted Carrington SEU
rate. The CREME96 solar proton "peak worst Smin" GEO spectrum resulted in SEU rates almost identical to the Carrington
SEU rates, while the SEU rate on GEO during nominal conditions is three orders of magnitude lower. Even lower is the SEU
rate for nominal conditions on LEO. If the predicted Carrington solar proton fluxes reach deep into the magnetosphere and

hit lightly shielded satellites carrying integrated semiconductor devices comparable to the NanoXplore NG-Medium FPGA,
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they would experience an increase in SEU rates by more than four orders of magnitude. Despite this dramatic increase, the
SEU rate expected in this specific device would still be less than one upset per MByte per day, indicating that this proton
flux would not be catastrophic for satellites designed for radiation environments. According to (NanoXplore, 2020) the NG-
Medium FPGA has 6 MB of configuration memory. Assuming the event fluence equivalent to 1.23d as introduced in Sect.

2.3.2 the NG-Medium FPGA would be expected to experience less than six SEUs during the whole event.
3.3 Solar cell degradation

The satellite solar cell power degradation during a Carrington-like event is estimated by simulating the displacement damage
dose (DDD) from non-ionizing energy loss (NIEL) of the estimated proton and electron fluxes. Before the particles deposit
DDD in a solar cell, they first have to pass through the cover glass. To simulate this, the MULtiLAyered Shielding SImulation
Software (MULASSIS) was used, which is a Geant4-based simulation tool developed for ESA Lei et al. (2002). The Monte
Carlo Solar Cell Radiation Environment Analysis Models code (MC-SCREAM) is a macro file generated by SPENVIS, which
uses the DDD analysis feature of MULASSIS to calculate solar cell degradation from particle fluxes and material inputs
(Messenger et al., 2008; ESA, 2022b).

The solar cell is modelled with a 10 um gallium arsenide layer of density 5.31 gcm =3, with one layer of 2.32gcm 3 silicon
dioxide (fused quartz) cover glass. The cover glass layer thickness was varied between 20 and 800 um. The DDD deposition in
the solar cell is then modelled with the “INFN/ESA 2014 21eV” NIEL dataset supplied to MULASSIS by Baur et al. (2014).
According to Messenger et al. (2008), the total power degradation as a fraction of initial power (P%) is semi-empirically

calculated as a function of DDD (Dy) using the model parameters C' and D, from ground-based measurements as in

g):l—Clog(l—&—gi) (15)

The Azur 3G30 solar cell is chosen because it is the default solar cell definition retrievable from SPENVIS and shows typical
degradation behaviour compared to the other solar cell definitions (Ketola, 2024). The default EM Opt3 and the QBBC physics
list are used. The Monte Carlo simulations are conducted with two million particles each.

As introduced in Sect. 2.2 and 2.3 it is assumed that the Carrington-scale particle fluxes are omnidirectional and that the
event fluence is equivalent to 1.23 days of sustained peak flux. Additionally, the fluxes are assumed to be spatially independent
due to magnetospheric compression (Tsurutani and Lakhina, 2014).

To validate the methodology, particle fluences from the Energetic Particle Sensor instrument onboard GOES-11 measured
during the 2003 Halloween Storm were used to predict solar cell power degradation with MC-SCREAM. This data was re-
trieved from NOAA (2024). The predicted degradation is compared with the 1.4% solar cell degradation measured by the
Cluster-II spacecraft during the same space-weather event (LaBel, 2005) as shown in Figure 8a. The particle fluences for the
orbits included in Figures 1 and 3 are simulated for comparison. Assuming the same fluence equivalent to 1.23 days of peak
flux for both the Carrington relativistic RB electrons and the solar protons, the power degradation due to electrons is negligible

in comparison with the degradation due to the proton fluxes (Ketola, 2024).
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Figure 8. Power degradation as a fraction of the initial power given over the thickness of the silicon dioxide cover glass for the Azur
3G30 solar cell model retrieved from SPENVIS. Results are shown for the estimated Carrington event fluences from Sect. 2.2 and 2.3. The
degradation is compared to the dose received in 100 nominal years on the LEO of the ISS, the 10-year dose on GEO, and a 1-year dose
on the orbit of the Van Allen probes. In addition, the 2003 Halloween Event fluence measured by GOES-11 is used as validation against
an observed 1.4% power degradation on Cluster-1I. The degradations due to proton doses are shown in (a), and the electron degradation is

shown in (b).

Figure 8 shows the solar cell power degradation results as a fraction of initial power output over cover glass thickness
in micrometres. The simulated degradation due to the 2003 Halloween Event fluence is near the NASA Cluster-II recorded
degradation of 1.4 % for a 200 um cover glass. Above 500um of cover glass thickness, all simulated fluences cause less than
one percent of power degradation, with the only exception being the Van Allen probes orbit, which causes more than three
percent of power degradation per year.

According to (Maurer et al., 2018) the Van Allen probes had a solar cell degradation monitor with 500 pm thick cover glass,
but the degradation observed after five years was 33 %, corresponding to 6.6 % per year which is almost twice as much as the

3.5 % predicted by the simulation results shown in Fig. 8.
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The web implementation of MC-SCREAM available on SPENVIS shows a disclaimer that "data for most recent cell tech-
nologies are valid up to at least a dose of 10*! MeV g~! for currents and 3 x 10'° MeV g~ for voltages and power" (Donder
et al., 2018), which are exceeded by the simulated fluences shown in Fig. 8.

The Carrington SEP curve converges with the other scenarios only for very thick cover glasses. Unlike for nominal condi-
tions, the degradation does not strongly depend on cover glass thickness until 500 um, which would exceed typical recommen-
dations (NASA, 1971). The degradation due to Carrington SEPs seems to increase in severity with cover glass thickness until
after approximately 200 um. This is likely due to the generation of secondary particles by very high-energy protons, as has also
been found with other DDD codes (Jun, 2001).

The CREME96 GEO Peak 5 min Flux shown in Fig. 3 agrees well with the EVT estimate for the SEP flux above 10 MeV.
This agreement is also visible in Fig. 7. The strong divergence between the CREME96 GEO Peak 5 min Flux and the Carrington
EVT estimate in Fig. 8 is explained by the low energy cut-off of the EVT spectrum which is at 10 MeV, while the CREME96
spectrum extends to 0.1 MeV. Solar cell cover glass with thicknesses below 500 pum is transparent to 5 MeV protons, which
means the Carrington EVT flux estimate cannot be used to calculate solar cell degradation. Instead, the CREME96 GEO Peak
5 min Flux scaled to the same 1.23d of peak flux equivalent fluence should be used in this case. This results in a solar cell
degradation estimate for a Carrington level storm of approximately three percent for 100 um of cover glass or only 1.5 % for

satellites with 200 um of the cover glass.

4 Discussion and conclusions

In this paper, we assessed the satellite impact of a potential Carrington scale extreme space weather event concentrating on
relativistic RB electron and SEP fluxes. Since Carrington scale fluxes have not been observed during the space era, we used
EVT to extrapolate from historical GEO particle flux data, producing worst-case estimates for the particle flux spectra of a
Carrington-scale event. The relativistic RB electron and SEP flux estimates resulting from the EVT analysis are more than an
order of magnitude higher than the electron and proton fluxes predicted for the orbit of the Van Allen probes during nominal
conditions, respectively. They exceed the average proton and electron fluxes on the orbit of the ISS by more than four orders
of magnitude. Our SEP flux estimate agrees with the CREME96 "worst 5-minute" fluxes between 10 MeV and 50 MeV. The
EVT approach with radial diffusion based on historical GEO fluxes provides an isotropic estimate regardless of orbit but gives
only an approximate insight into the time dependence of the fluxes, especially in the case of proton fluxes.

Using the results from the EVT analysis, we performed Monte-Carlo particle tracking simulations with Geant4-based soft-
ware to determine total ionising dose (TID) and single event upset (SEU) rates received by satellite electronics behind alu-
minium shielding and solar cell degradation of satellites exposed to the particle fluxes. Assuming total event fluences corre-
sponding to 1.23 days of sustained flux, satellites are expected to receive more than 1krad of TID mostly due to electrons
even behind 8 mm of aluminium equivalent shielding. More than 10 krad would only be received behind less than 8 mm of
aluminium equivalent shielding. This TID is equivalent to one year on the orbit of the Van Allen probes, ten years on GEO or

more than a century on the orbit of the ISS. Our results suggest that the TID would not cause catastrophic damage to the major-
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ity of satellites. However, it would rapidly age satellite electronics equivalent to years or even decades of operation, depending
on their orbit, which could lead to the premature retirement of a significant number of satellites. The EVT approach includes
uncertainty in the time dependence of the fluxes, which limits the TID estimates, as both scale linearly with the exposure time.
Detailed information about orbit-specific fluxes over various timescales would be required to predict the impact on different
satellites, especially on LEO, more precisely.

Our results show less than one SEU per MByte per day in shielded radiation-hardened electronics, which also suggests
that conservatively designed satellites would likely survive such an event. If an important part of the software of a satellite
onboard computer is corrupted, the satellite can experience a severe malfunction. Satellites with large amounts of software or
unhardened COTS electronics would be more vulnerable to such consequential SEUs during the event.

Considering the rate of one SEU per MByte per day in shielded radiation-hardened electronics, we conclude that only a
small fraction of conservatively designed satellites would experience severe malfunctions. It is to be noted that SEU rates
are strongly device-specific, and the threshold LET and cross-section limits vary by orders of magnitude between devices
of different designs and technologies. Hence, our SEU estimates represent specifically a modern radiation hardened satellite
data processing component. Satellites with COTS data processing systems with less resilient error correction might experience
much higher upset rates, while systems specifically designed for extreme radiation environments might experience lower rates.

We also considered solar cell degradation during the extreme conditions outlined in this paper. The proton EVT spectrum
could not be used to estimate solar cell degradation due to it only containing proton energies above 10 MeV while already
protons with only 5 MeV contribute significantly to solar cell degradation. Hence, we used the CREME96 GEO Peak 5min
flux to estimate the solar cell degradation due to Carrington SEP. The solar cell degradation results for GaAs solar cells with
more than 200 um of cover glass also indicate a manageable scenario of less than 2 % solar cell degradation due to protons and
less than 1 % due to electrons. This would not cause the immediate failure of satellites but would reduce their power budgets,
requiring adjustments in operation, especially for satellites that have already used up their degradation margins towards the
end of their mission. Like in the case of the TID, this could lead to the early retirement of satellites or reduced service due to
changes in satellite operation.

In conclusion, our results largely agree with Odenwald et al. (2006) as our TID, SEU rates and solar cell degradation
estimates would not be catastrophic for all satellites but could prematurely retire satellites that were already close to the end
of their degradation margins. According to our analysis, satellites may lose up to and over a tenth of their expected mission
lifetime from solar cell degradation. The solar cell degradation estimate of Hands et al. (2018) could not be confirmed as,
according to our estimate, the degradation is mostly due to SEPs and only on the order of up to 2 % for typical cover glass
thicknesses, while trapped RB electrons cause less than 1 % solar cell power degradation. Higher cover glass thicknesses would
reduce the potential impact of a severe space weather effect, but cover glass alone cannot mitigate the risk entirely. Realistically,
missions could consider the financial risk of a significant lifetime loss of solar cells on satellites if a storm of this scale were to
occur since we expect reduced solar cell efficiency but not mission loss.

In summary, we conclude that a Carrington-level storm occurring in the near future would not have immediate catastrophic

consequences for satellite-based infrastructure. Only a tiny fraction of conservatively designed satellites would show severe
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effects. In contrast, "new-space" satellites based on unshielded COTS components and software without adequate error mitiga-
tion would experience a higher probability of failure and have their life expectancies significantly reduced. This would result

in additional costs and reduced service quality in the "new-space" segment while critical services remain available.
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